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The threat landscape has evolved B® Microsoft

Hacking as Hacking for Nation-state
a hobby financial gain attacks
Attacks by hobbyists + Monetization of attacks + Attack industrialization and

Security Trends and enthusiasts integration into warfare



Brief history of breaches
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Microsoft infrastructure investments
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http://www.asd.gov.au/infosec/irap/index.htm
https://www.fisc.or.jp/
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Building an integrated security experience
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== Microsoft

Digital Crimes Unit

Leading the fight against cybercrime

Protecting people, organizations and our cloud through
global enforcement actions against cybercriminals
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UK hospitals hit with massive ransomware attack

Sixteen hospitals shut down as a result of the attack

By Russell Brandom | @russellbrandom | May 12,2017, 11:36am EDT
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Deterring nation state attacks m= Microsoft

SHAPING NORMS

USING THE LAW
OF BEHAVIOUR
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