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Philipp & Security

Wanted to become
security expert 

after ETH studies

Wanted to launch
1st residential

security service

Pre-Sales, IT Infra Ops
Director, Sales Mgr
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How can this happen? 
How can you fix this?
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NAS, Dropbox, Laptop infiltrated?
Format everything and setup from scratch?

How to come to a conclusion?
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80/20 Rule
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Why add Security at the DNS layer?
Malware
C2 Callbacks
Phishing

Home

Router/FW

AV AV

ROAMING

AV

It all starts with DNS Benefits

Block malware before 
it hits

Contains malware 
if already inside

Used by all devices

Port agnostic

Internet access is faster
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BEFORE
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With Cisco Umbrella

91%
of C2 can be blocked 

at the DNS layer

91% of command & control 

traffic uses DNS
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85% of Threats
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Chase the remaining 15%
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What about files?
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Malware

Client applications

Operating systems

Mobile Devices

VOIP phones

Routers & switches

Printers

C & C 
Servers

Network Servers

Users

File transfers

Web 
applications

Application
protocols

Threats

Typical IPS

Typical NGFW

Cisco Firepower NGFW
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Herrliberg

Rougemont

Dornach
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PHMUELLE-M-R1NT
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Umbrella
Malware
Ransomware
C2 Callbacks
Phishing

NGFW: 
malicious file 
protection 
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Internet of Things Security 50bn Devices

70%
vulnerabilities
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What about IoT security?
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The Network sees Everything!

Philipp-iPad

iPhone-Philipp
SONOS-Play:5

PHMUELLE-M-R1NT
iPhone-Sandra
SONOS-Play:5

SONOS-Play:5

SONOS-SUB

iMAC-Family
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1) Find all devices

2) Assign them into the right 

IoT Segment

3) Find the Public Adress of 

Server

4) Permit access to that Address 

and block all the rest

Securing IoT
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Hospital FACTS:
• 90’000 none IT devices

• vs 25’000 IT devices

• None-IT growing dramatically

• 150’000 “foreign users” access

• 2’100 “foreign” companies

Strong need 
for automating 

the 
segmentation
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IoT Security

Source: Gartner 2015

How to handle internal Threats?
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~40 unknown Clients a Year!

Rougemont

iPhone-Philipp

iPhone-Sandra

Reto-iPad

Samsung-Caroline

Dell

HP DeskJet
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Segmentation: Guestnet

PhilippGuestsPhilippNetz
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Zerotouch

Philipp

Welcome to PhilippGuests
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Umbrella

Malware
Ransomware
C2 Callbacks
Phishing

NGFW

malicious file 
protection 

Segmentation
TrustSec

IoT Security
Guest Access
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Umbrella

Malware
Ransomware
C2 Callbacks
Phishing

NGFW

malicious file 
protection 

Segmentation
TrustSec
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AMP Everywhere

Files
Endpoint security
Trajectory
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Philipp & Security
?




