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Philipp & Security

Wanted to launch
1st residential
security service

Pre-Sales, IT Infra Ops

Wanted to become Director, Sales Mgr

security expert
after ETH studies







Y/

4//,;,”
.//,/////’

4%y, %4
i

W™ ¥

I
AL

M A

,{'iollm, T
Ao

%






BEFORE DURING AFTER

Discover Detect Scope
Enforce Block Contain
Harden ey Defend Remediate

g5
NAS, Dropbox, Laptop infiltrated?
Format everything and setup from scratch?

How to come to a conclusion?
w




© Advanced Malware Protectior  x

Philipp

< C @ Secure | https://www.cisco.com/c/en/us/products/security/advanced-malware-protection/index.htmI?0ID=0trsc003453&elgTrackld=b4e15310b62a2436ab40b4b88a53d22ef&elq... W u %3

@ Worldwide [change] Welcome, Philipp Mueller | Account | Log Out My Cisco

atlea]n,
cI1Sco Products & Services Support How to Buy Training & Events Partners Employees O\

Products & Services |/ Security /

' Advanced Malware ProteCtio’n_(Al\/lP)

Breach prevention.. Continuous monitoring of malicious behavior. Rapid malware detection. Malware removal.

AMP in 4 minutes Compare us with others .

Benefits Features ' Case . NEeWS Resources S ‘\ Partner H()|‘) -

Instant
Demo

v

Webcast

\

Contact Us




BEFORE DURING . AFTER

Discover Detect Scope
Enforce Block Contain
Harden _ Defend Remediate

80/20 Rule

4




Why add Security at the DNS layer?

Malware
Q C2 Callbacks
Phishing
tall starts with DNS/ ~ Benefits

Block malware before
it hits

Contains malware
if already inside

[ORouter/Fw | ," Used by all devices
| AV | | AV | AV Port agnostic
——

e HOME e’ ROAMING Internet access is faster



ol I I | I 0 Help Feedback  Emergencies

cisco Employee Communities

/\ IMPORTANT: Employee Communities on Jive is moving to a new platform at the end of Q3. Learn more to prepare.

2 Share & Actions ~

) Like + 38 (O Comment + 8

[B pocument created by Justin Hang on May 4, 2016 + Last modified by Jason Phelps on Aug 31, 2017 = Version 34

YOU GET AN UMBRELLA,
«-AND.YOU.GET AN.UMBRELLA




e Qverview e ¢

cisco

Message Center

Malware: 0 requests blocked In the last 24 hours View Trend

View Detalls

Command and Control: 0 requests blocked in the last 24 hours View Trend | View Detalls
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@ Security: Prevent [l Security: Contain [l Security: Advanced Threats [l Categories [l Destination Lists
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Scheduled Reports & Abox-1o-me  18:37
Last 24 Hours Executive Summary Report

To: Philipp Mdller

OpenDNS OpenDNS is art of Cisco '¢jsco Sign in to Umbrella

Last 24 Hours Security Report

MAR 12 - MAR 13, 2018

In the last 24 hours, we've protected you from:

0

MALWARE & DRIVE-BY 0
REQUESTS

C AND & CONTROL 0
REQUESTS

PHISHING REQUESTS

Top Security Events

BY DOMAIN

Domain Requests Identities

No data for this period



dale Cloud Services M » R & O n

Gain visibility into the cloud services being used across your organization, identify ns, and shadow IT.

we ¥

Al identities ~ Last 7 Days (UTC+01:00 Change time zone) -~ All Classifications

32 0 1

Cloud Services Never Before See

Classification ren e StS Blocked First Seen Last Seen
Service Name:
@ Type a Cloud Service Name Dropbox File Sharing, Collaboration 1 0 485 0% Feb. 15, 2018 Mar. 13, 2018
Apple iCloud Cloud Data Services 1 0 304 0% Feb. 14, 2018 Mar. 13, 2018
SHOW SERVICE DETAILS
Gmail Communication, Cloud Data Services 1 0 156 0% Feb. 14, 2018 Mar. 13, 2018
Filter Cloud Services Google Docs Collaboration, Content Sharing 1 0 0% Feb. 15, 2018 Mar. 13, 2018
Filte Identity:
LRy ey Spotify Social Media 1 0 0% Feb. 15,2018  Mar. 13,2018
@ Select an identity
Cisco Webex Web Conferencing, Collaboration 1 0 54 0% Feb. 15, 2018 Mar. 13, 2018
Filter by date:
Last 7 Days . Amazon Cloud Data Services, Storage 1 0 47 0% Feb. 15, 2018 Mar. 12, 2018
Filter by Classification: Twitter Social Media, Messaging 1 0 43 0% Feb. 15, 2018 Mar. 13, 2018
SELECT »
Facebook Social Media, Communication 1 0 40 0% Feb. 15, 2018 Mar. 13, 2018
-l Google Drive Storage, File Sharing 1 0 37 0% Feb. 15, 2018 Mar. 13, 2018
Linkedin Social Media, Collaboration 1 + 1 28 0% Feb. 16, 2018 Mar. 13, 2018
Box Content Sharing, File Sharing 1 0 20 0% Feb. 18, 2018 Mar. 13, 2018
Google Analytics Data & Analytics, Tracking 1 0 20 0% Feb. 15, 2018 Mar. 13, 2018
Chartbeat Data & Analytics, Tracking 1 0 20 0% Feb. 15, 2018 Mar. 13, 2018




Social Media, Content Sharing
Social Media
Collaboration
Business Management, Productivity
CRM & SFA

7 Productivity

Social Media

Business Management, Data & Anal...

Media

Content Sharing, Cloud Data Servic...

CRM & SFA

IT Services, Data & Analytics

Cloud Data Services, Storage
| Data & Analytics

Data & Analytics, Tracking

Data & Analytics

Tracking

15

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

0%

Feb. 15, 2018

Feb. 16, 2018

Feb. 19, 2018

Feb. 20, 2018

Feb. 19, 2018

Feb. 15, 2018
Feb. 15, 2018

Feb. 19, 2018

Feb. 15, 2018

Feb. 20, 2018

Mar. 10, 2018

Mar. 09, 2018

Mar. 12, 2018

Mar. 10, 2018

Feb. 17, 2018

Mar. 13, 2018

Feb. 19, 2018

Mar. 13, 2018

Mar. 12, 2018

Mar. 13, 2018

Mar. 10, 2018

Mar. 10, 2018

Mar. 09, 2018

Mar. 12, 2018

Mar. 12, 2018

Mar. 09, 2018

Mar. 10, 2018

Mar. 10, 2018

Mar. 09, 2018

Mar. 12, 2018

Mar. 10, 2018
Mar. 09, 2018

Mar. 13, 2018

Mar. 09, 2018



With Cisco Umbrella

Discover Identify Enforce

3M+ ) 60K+ ) 7M+

Discover

Enforce daily new daily malicious malicious destinations
Harden domain names destinations while resolving DNS

91% 91% of command & control

of C2 can be blocked

at the DNS layer trafﬂc uses DNS




BEFORE DURING . AFTER

Discover Detect Scope
Enforce Block Contain
Harden _ Defend Remediate

85% of Threats

J




BEFORE DURING . AFTER

Discover Detect Scope
Enforce Block Contain
Harden _ Defend Remediate

Chase the remaining 15%

J




BEFORE DURING AFTER

Discover Detect Scope
Enforce Block Contain
Harden _ Defend Remediate

What about files?”

4




BEFORE
Discover
Enforce
Harden

Cisco Firepower NGFW

DURING
Detect
Block
Defend

Malware

Operating systems

Routers & switches

Network Servers

AFTER

Scope

Contain
Rem~-"

Client applications

Mobile Devices

Printers

VOIP phones




cisco |Vlerakl orers (1l

Home Product Categories Licenses Blog FAQ and Help Login

Welcome to the Cisco employee purchase program for Cisco Meraki gear

You must be a Cisco employee to purchase from the program. To request access, please send an email to epp-registration@meraki.com from your cisco.com or
meraki.com address.



‘tseo. Meraki

Herrliberg

Network-wide

Security appliance

Switch

Wireless

Organization

Go back to the old look
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st e, .
cisco [Vleraki oiers [

Home Product Categories Licenses Blog FAQ and Help Login

3 ] ctoen)n,
Cisco CISCO
Umbrella AMP Threat Grid

MXé4

This MX64 is recommended
clinic (approx. 50 users).

Cisco Meraki MX Security A
quality network infrastructure
Since the MX is 100% cloud
management is simple. The

Welcome to the Cisco employee purchase program for Cisco Meraki gear

You must be a Cisco employee to purchase from the program. To request access, please send an email to epp-registration@meraki.com from your cisco.com or
meraki.com address.



Security Center the last month + SPrint  ® Download +  Schedule

‘tecs’ Meraki

Filter + 1 matching event

Summary vent
Herrliberg

Events over time

Network-wide

Security appliance

Switch
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Mon Tue Wed T Fri Sat Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Th Fri Sat Sun Mon
Wireless 1" 173 104 1" 1% " 18 19 110 " "2 113 14 ns 16 "z 1ne 1"e 1120 121 122 lr<] 1”24 125 1726 "er 1/28 129 130
CET
Organization
Most affected clients Top sources of threats
Client Network Last Affected Events
PHMUELLE-M-R1NT . .
Mac 0S X 10.10 Herrliberg Jan 2 23:40:44 1
Most prevalent threats
Threat Occurrences
Microsoft Internet Explorer create-add range on DOM objects memory corruption .
at 1
attempt
Most affected operating systems
0s Events

Mac OS X 10.10 1




‘teen’ Meraki a
DHCP

NETWORK

Herrliberg
Main subnet 192.168.1.0/24 ©

Client addressing ( Run a DHCP server

Network-wide

Lease time (1 day sy

Security appliance DNS nameservers

For DHCP responses

Switch Boot options € [ Boot options disabled :)

Wireless




‘Heen’ Meraki

Herrliberg

Network-wide

Security appliance

Switch

Wireless

Organization

Q

Threat protection

Advanced Malware Protection (AMP)

Mode ©
Whitelisted URLs € There are no whitelisted URLSs.

Add a whitelisted URL

Whitelisted files There are no whitelisted files.
Add a whitelisted file

Intrusion detection and prevention

Mode ©
Ruleset ©
Whitelisted rules There are no whitelisted IDS rules.

Whitelist an IDS rule

Save Changes or cancel

(Please allow 1-2 minutes for changes to take effect.)



BEFORE

Discover
Enforce
Harden

Umbrella

Y EWEIE
Ransomware
C2 Callbacks
Phishing

DURING
Detect
Block
Defend

malicious file
protection

4

AFTER

Scope

Contain
Remediate




— BUSINESS INSIDER uk TECH

A massive cyberattack knocked out major websites
across the internet

. Kif Lesw

® oct. 2= L0 ) [ P e

OCT 21, 2016 @ 04:10 PM 90,673 views The Little Black Book of Billion

YOUR READING LIST

ere Behind Friday's Massive

FACEBOOW}

' Hacked Cameras Were

\ ' Behind Friday's Massive
Web Outage
‘ &

| Know..

"Our users hi
the freedom
analyze any |
on their own

UNICEF USA For
Moms And Babies, A -

Milestone ‘ 4

FULL BIO v

+ The Limit Does Not Exist:

Carol Lynn Curchoe Is A | Know >
4+ STEM Warrior Princess
Get the Fy

A Physicist Talks God And
The Quantum




50bn Devices

Internet of ThingS Securit

loT Security Spending compared to Device Gro (@)
Data: Gartner, various  Graphic: TelecomTV O

vulnerabilities

TELECOM TV

By 2020

L ML

E
@
o)
£
= T
=
=) )
0 Q
o (7))
3] >
> =~
Q -
=
= g
o (7))
“ =
5) o
o) )
z e}
3
e}
o
=

of loT implementations
will use Cloud security




BEFORE DURING AFTER

Discover Detect Scope
Enforce Block Contain
Harden _ Defend Remediate

What about loT security?

4




BEFORE

Discover
Enforce
Harden

SQNOS




The Network sees Everything!

alvanle. - Q
.c'l.sélé Meraki

Clients all - for the last day ~

NETWORK

BEFORE Herrliberg

Discover
Enforce Notrorwide 5 Mb/e
Harden

Security appliance

0 Mb/s

76 client devices

Switch
Status Description

Philipp-iPad
SONOS-Play:5

IPhonevnaFreidl

Wireless

Organization iMAC-Family

SONOS-SUB
Panasonic TV
SONOS-Play:5
iPhone-Sandra
PHMUELLE-M-RINT

Smappee 1007000150
iPhone-Philipp

SONOS-Play:5
HP OfficeJet8700

Anninas-iPad

Netatmo (Environment)




Securing loT

1) Find all devices

i~ 2) Assign them into the right

Discover

Enforce loT Segment

SN Leitfaden

3) Flnd the PU bllC AdreSS Of Informationssicherheit
Server
4) Permit access to that Address

and block all the rest




| Strng need
for automating

the
seg mentation

!

Hospital FACTS:

* 90°000 none IT devices

* vs 25°000 IT devices

* None-IT growing dramatically
« 150’000 “foreign users” access |

« 2100 “foreign” companies




® (O ONACenter

€ C @ Secure https://dcloud-dna-sda-rtp.cisco.com O
"I'_"I" DNA DESIGN POLICY PROVISION ASSURANCE
CiIsco

Virtual Network

BEFORE DEFAULT_VN (24)
Discover NFRAVN (0)
Enforce oT

Harden

Available Scalable Groups Groups in the Virtual Network

Unselected v

AS



INSIDER THREATS ON THE RISE

Q: Do you think insider attacks have generally
become more frequent over the last 12 months?

BEFORE 0

Discover 27% 55 /O 51% 50% 50%
Enforce NO NOT SURE - -
Harden

How to handle internal Threats?




~40 unknown CI

"asco. Meraki

Rougemo

BEFORE

Discover
Enforce
Harden

Network-wide

Security appliance

Switch

Wireless

Organization

26 client devices

Status Description Last sean 0s

Swisscom Rour Jan 22 09:50 Other

Jan 22 06:50 Other

FollnsPas Jan 30 08:47 894 GB Agpia Pad
o -PY Jan 221723 3.60 GB Mac OS X 10.12
Phenevonielt Jan 30 08:48 237 GB Apple Phore
Pag-von-Ursula Jan 30 1245 220G8 Apple Pad
Caspars-iPhone Jan 22 18:04 T1.6M8 Apple Phore
221807 S31.7MB Appia Phore
Marions-iPhone Jan 22 1812 460 4 MB Apple Phore
I
DESKTOP-4 A Jan 29 08:48 320.2 MB Winows 10
I
4 d Jan 30 1249 287 5M8 Android
—
Th an 17 0039 2224 MB Windows 7/Vista
—
Dell Jan 22 18.08 156.0 M8 Apple Pad
Pad-von-Ursula Jan 07 16:33 n7ANe Apple Pad

Samsung-Caroline Jan 22 1808 8.0 M8 Apple Pad

iPhone-Philipp Jan 22 47:10 56.5 M8 Mac 05 X 10.10
Jan 22 10:04 48.5M8 s
M Jan 29 1808 Muave Apple Phore
—
HP DeskJet Jan 22 1807 201 M8 Appia Phore
Ac nt Keler 02 10mIve
$3a3-Pad Jan 22 1807 158
W 24 0056 420 X8
—

ThnkPw Jan 17 0037 165 XB Windows

Jan 22 0045 165 XB Nacak.

Jan 16 1022 None Other



Segmentation: Guestnet

‘tseo’ Meraki
BEFORE WOk Configuration overview

Discover , Showing 4 of 15 SSIDs. Show all my SSIDs.
Herrliberg
Enforce
Harden PhilippNetz PhilippGuests

Network-wide ame rename rename

edit settings edit settings
WPA2-PSK Open

None Password-protected
unlimited unlimited

Local LAN Meraki DHCP

0 n/a no

Wireless Wired clients are f Wi-Fi network no no

Security appliance

Switch

n/a n/a

Organization Disabled Disabled

Splash page

opiasn page enabdied




Zerotouch

BEFORE Welcome to PhilippGuests
Discover

Enforce Griezi und herzlich willkommen imPhilippGastnetz. Fir

Harden freien Internet Zugang bitte das Wifi Passwort eingeben
welches beim Telefon im Wohnzimmer oder im Biiro gut
ersichtlich aufliegt.

You will need to be on the list of authorized users for this
network in order to access the Internet.




BEFORE

Discover
Enforce
Harden

Umbrella

Malware
Ransomware
C2 Callbacks
Phishing

DURING
Detect
Block
Defend

Segmentation
TrustSec

malicious file  |oT Security
protection Guest Access

AFTER

Scope

Contain
Remediate




Traffic analytics for switches ~  for the last 30 days ~

Straight line

projection 50%

Encrypted Traffic Analytics (ETA)

/\

Extensive deployment — PErcent of the IT budget
of encryption earmarked for encryption

192.168.1.173 9 561GB 3.66 GB 1.95 GB 34978 3.5 days




BEFORE
Discover
Enforce
Harden




BEFORE
Discover
Enforce
Harden

lvalie AN

ol ol
CIsco

Dashboard Analysis
Deploy Clarity for iOS
p Select a Group

« i0S

Systems Manager

Cloud Based Emerprise Mobility Management

Security

Cisco Security Connector: Built
for i0OS 11

Download Profile




BEFORE

Discover
Enforce
Harden

Umbrella

Malware
Ransomware
C2 Callbacks
Phishing

DURING
Detect
Block
Defend

Segmentation
TrustSec

malicious file  |oT Security
protection Guest Access

AFTER

Scope

Contain
Remediate

AMP Everywhere

Files
Endpoint security
Trajectory




Philipp & Security

> ~ o \/ + A v —
Cisco Systems, Inc.

45,64 uso 40,09 (0,20 %)

1 Tag 5 Tage 1 Monat 3 Monate

1 Jahr

5 Jahre







