Confederazione Svizzera

Cyber Threat Intelligence

The Attribution Problem
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Corona spreads online?

COVID-19 total encounters
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Source: Microsoft Threat Protection Intelligence Team
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Corona spreads online?

COVID-19 themed attacks vs. all malware
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COVID-19 total encounters = Sum of total reports

Source: Microsoft Threat Protection Intelligence Team
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Targeting local news
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Let's protect each other
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What does It do?

TracerShield * now

Locked
Personal files encrypted, see readme_now.txt

Your files have been Encrypted!
Send an Email to rescue them: supportdoc[@]protonmail.ch
Your id IS XXXXXXXXXX
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Who did it?
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Who did it?

[ Domain Risk Score  Email

(] tracershield.ca 100 Address Type(s)
@ Inspect info@bitcoinwebhosting.net  Admin
$SInactive

digitalocean?0@tutanota.com Registrant
@ 4 Guided Pivots

info@bitcoinwebhosting.net  Technical

[J Demain Risk Score  Email

(0] covidl%tracer.ca 100 Address
@ Inspect dns@cloudflare.com I
%5 Inactive
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Who did it?

Lacershiela e
supportdoc[@]protonmail.ch
corddl Dtrachon oo
109.234.35[.]114
info[@]bitcoinwebhosting.net

digitalocean90[@]tutanota.com |

Anonymous Email

Protect Your Privacy
No personal information is required to create your secure emalil

account. By default, we do not keep any IP logs which can be
linked to your anonymous email account. Your privacy comes first.
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Who did it?

Lacershiela e

corddl Dtrachon oo
109.234.35[.]114

info[@]bitcoinwebhosting.net

B —

Do you offer anonymous hosting? A
You thought we didn’t? We're big on privacy around here. All we need is a good email and

first name only to reach you at for billing purposes and account issues. Domain registrations
DO require a complete name, address, and phone to meet ICANN requirements.
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Who did it?

LOCATION DATA

traeepshield{T]ea f HOSTNAME
’ DOMAIN
cow el Sirnckoren

109.234.35[.]114 0S Ubuntu
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Tt 0[@}tut : - Routing 109.234.35.0/24

Protocols 22/SSH
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Y Who did it?

£ VDSina.ru

o Protection
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- Daily
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Yeah... but WHO?!
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Y Yeah... but WHO?!
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At least HOW?
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The Attribution Problem

EVIDENCE

TECHNICAL POLITICAL
attribution attribution
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The Attribution Problem

What we can collect is
CIRCUMSTANCIAL EVIDENCE

So what we can deduce is
JUST AN HYPOTHESIS

...because online there are no borders
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