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Shift from Remote Work to Anywhere Organizations
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of buyers 

say that an 

integrated 

workforce 

solution is a 

critical priority.

73%
Agree that 

“Remote work is 

no longer 

a 'Perk’. It’s a 

prerequisite.”

61%
Say it is on 

employers to

provide the

appropriate 

access to the

digital tools 

to enable 

remote work.

90%
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Shift from Remote Work to Anywhere Organizations
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The Shift to Distributed Enterprise

VPN

VPN

VPN

BRANCH
DATACENTER/HQ
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Security Challenges with Distributed Work

VPN

VPN

VPN

BRANCH

Endpoint

Compromised

Shadow IT 

Legacy VPN impacts 

app performance

BYOD Unsupported

Credentials Stolen

How much do I trust 

this device?

How do I restore 

secure access?

Can I support personal 

devices?How do I protect my data?

How I provide seamless access for 

enhanced productivity?

DATACENTER/HQ

Disjointed Access to 

Apps hurts productivity

How can I ensure reliable network 

performance in remote locations?
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Different Teams. Different Challenges.

VPN

VPN

VPN

DATACENTER/HQ

BRANCH

DATACENTER/HQ
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How can I ensure reliable 

user experience in 

remote locations?

How I provide seamless 

access for enhanced 

productivity?

How do I restore 

secure access?

How do I protect my 

data?
How much do I trust 

this device?

How can I 

efficiently and 

effectively 

support remote 

access?

Can I support 

personal 

devices?

Fragmented

Security

Operational

ComplexitySub-optimal 

Experience

IMPACT TO EMPLOYEE ENGAGEMENT AND PRODUCTIVITY
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OUR VISION

Secure and enable the

future of anywhere work
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Discrete Markets with Point Products

Cloud Networking & 

Security (SASE)
Endpoint Security

Submarkets not sized: Remote Support

Source: CCMI MI-TAM+SAM Cross Portfolio COVID Scenario (Tech Solutions) V10_with geocountry; Gartner (SASE Security, Network)

Unified

Workspace
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How do I access my application?

Win32 (SCCM) + Win32 (Intune) + VDI/RDSH (Citrix) + MacOS (JAMF) + (Web/SaaS) 
SharePoint + SOTI + MDM (MobileIron) + Intranet
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Or just do this…

Intranet Web

SaaS Apps

Win32 Apps

MacOS Apps

VDI / RDSH

Citrix

All via Single Sign-
On
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You can’t transform 

business without a 

great user 

experience

You don’t need to 

compromise security 

to get there

Self-Service UNIFIED Workspace
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Workspace from 
tomorrow

Exploring the
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How do you ensure uptime, security, configuration and app services for all employees?

Todays IT Requirements are Orders of Magnitude More Complex

Yet the PC remains the core 

of how work gets done 
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Onboarding Experience at VMware
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Exploring the end-user's perspective 

Drop-Shipping Ready-to-Work Windows Devices
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End-to-end 
Security
ANYWHERE

● Security is a critical need and top of mind for 

every customer today

● Zero Trust Security is ideally suited for a 

distributed enterprise 

● Security models can open doors for Employee 

Engagement and IT Modernization initiatives

An E2E security model to enable the new 

work reality
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Zero Trust Security - Ideal for a Distributed Workforce

Least PrivilegeVerifying Trust Applications

Identity

Device

Network

Application

SaaS

On-prem

Virtual

Native

Grant only the 

required access

Large majority of Security 
Leaders committed to 
Zero Trust since Covid, 

according to

80%

A conditional access control model that requires

“verification of trust ” prior to allowing

application access granted with least privilege
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VMware’s Solutions Aligned to Zero Trust

Visibility  |  Analytics  |  Automation  |  Orchestration

Management

Compliance

Threat Detection

Devices

Workspace ONE

Carbon Black

Users

Workspace ONE

Authentication

Conditional Access

Network/Cloud

Secure Access (ZTNA)

SWG/CASB1

Micro-segmentation

Workspace ONE, NSX, 

SD-WAN / SASE

Workload/Apps

App Integrity

Vulnerability scans

Carbon Black
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Poor voice and video 

quality when 

collaborating

Spotty VPN

connection due

to internet issues

Inconsistent 

experience while 

working remotely

User
Concerns

Networking and security must come together to serve users at the branch, home, or anywhere

Enterprise Challenges

Difficulty configuring 

and managing the 

growing number 

of remote sites

Rationing VPN to 

react to increasing

network load

Challenges keeping 

workers protected 

and productive

IT Ops
Concerns
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Amplified by an unprecedented shift to work from home   

Home Networking Challenges 

Data centerHome users

Business user 

using VPN s/w

Home

Home 

router

SaaS/IaaS/Web

VPN 

Concentrator

Business traffic

Poor user experience due 

to lack of QoS 

Overloaded VPN concentrators 

and broadband connections

Lack of enterprise-grade security

Rigid and difficult to scale
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Powered by VMware SD-WAN & SASE for modern WFH needs

Work From Anywhere: Simple, Secure and Reliable

Data centerHome users

Business user 

with EUC client

Home

SD-WAN 

Edge

SaaS/IaaS/Web

SD-WAN 

Gateway

Business 

traffic

Superior network and user 

experience with QoS and 

application prioritization

Clear visibility to aid monitoring 

and troubleshooting

Protect users and data with on-

premises and cloud-based security

Cloud scale without expensive 

VPN infrastructure

SASE PoP
Business 

traffic

Business 

traffic
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Preventing Family Members from Accessing Corp Resources

MAC Authentication 

Bypass

No 802.1X 

support

RADIUS Authentication

No Authentication

802.1X Authentication
WAN

Enterprise Data Center
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Three authentication options

1. Wireless 802.1X Authentication (EAP-TLS/MD5)

2. RADIUS Wired Authentication

3. MAC Authentication Bypass

802.1X Authentication

Wireless

Wired

SD-WAN Edge
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Employee Experience is 

becoming a key 

competitive advantage

Productivity 

& Growth

Competitive

Advantage

The Costs 

of Attrition

The War 

for Talent

36



Confidential │  ©2021 VMware, Inc. 37

Employee 
Experienc

e

Desktop 
Health

Mobile 
Device 
Health

Desktop 
Apps 

Mobile Apps

Network 

User

IT Admin / 
Managemen

t

Security

Sentiments / 
Qualitative

A holistic view

Digital Employee Experience Platform
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Digital Employee Experience Management (DEEM)

Track cross-platform KPIs impacting 

digital employee experience

Get real-time visibility through 

dashboards and reports

Perform root-cause analysis to 

understand issues

Predict potential issues that may arise 

in the future

Design and automate a fix and notify 

users

Top Use Cases:

• Access metrics

• App usage

• OS & app analytics

• Device performance

Improve Employee Engagement by Providing a Seamless Digital Workplace Experience
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Manage Multi-modal

Employee Experience

Automate the Workspace

Secure the 

Distributed Edge

Anywhere Workspace Technologies

VMware Carbon Black

Cloud-Native | Endpoint Protection

VMware SASE

Zero trust security and network performance 

management

VMware Workspace ONE

Unified Endpoint Management and Virtual 

Apps and Desktop delivery

Integrated Technologies Across IT, Networking, and Security
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Thank 
you
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Feedback / Q&A

?


