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Internet, the number one operational business risk factor!
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A corporate 
enterprise uses 
on average 40+ 
different security 
applications to 
protect itself in 
the cyber space.
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DDoS attacks are a big cybersecurity issue 

56% Year-over-Year Growth

• Gcore's DDoS Radar report reveals a 
56% increase in DDoS attacks, with 
the most substantial assault reaching 
2 Tbps. 

• The financial services sector 
experienced a 117% surge, while 
gaming remains the most targeted 
industry. 

• Source: The Hacker News 

DDoS attack count 2023-2024
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https://thehackernews.com/2025/02/gcore-ddos-radar-reveals-56-yoy.html


What is SCION?
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SCION is a new Internet architecture based on a decade of research at the Swiss Federal Institute of 
Technology in Zurich (ETH).

Path Control & Multipath

Sender decides where packets 
go and how they get there.

Multipath feature also allows 
senders to choose more than 
one path at the same time.

Isolation Domain

This self-contained unit 
connects internet service 
providers and users under a 
unified trust environment.

Explicit Trust

Visualize the various paths 
your data can traverse, 
paths that are 
cryptographically 
authenticated.



Critical infrastructure connectivity through Anapaya
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Anapaya COREs operated by a community of 
network service providers build the backbone of 
the SCION Internet. COREs are like waypoints on 
the path between the source and destination.

Anapaya GATEs and EDGEs allow users 
to securely access the SCION Internet, 
without the need for any configuration or 
installation for end users

Using the EDGE and GATE guarantees business 
continuity (DDoS prevention, fast failover), 
hijacking immunity, attack surface reduction, 
and geo-fencing

Improve system performance through 
simultaneous control across several paths for 
increased capacity and lower latency AND 
choose a path based on latency, drop rate, 
jitter, or trust and geographical jurisdiction

Branch Office
Remote Worker
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Prevent DDoS and intrusion attacks with Anapaya GATE

Choose which services to make 
public and which to restrict to 
specific ISPs and their users using 
Anapaya GATE.

Reduce your attack surface by up to 
99.9% - what cannot be seen, cannot 
be attacked. 

Uninterrupted operations 
with constant connectivity.

Always on

Business continuity and data security with 
DDoS and intrusion attack prevention. 

Always secure

License-based model with no 
installation and 24/7 support. 

It’s that simple

Secure your VPN, IoT or website

Your service
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Anapaya’s solutions dramatically reduce attacks

Quarterly measurement of a Swiss bank’s VPN1 access point - Internet vs. Anapaya’s secure Internet solution

0.02

Internet Secure internet 
via Anapaya

8.8

85'895

Internet Secure Internet 
via Anapaya

0

Scans in M Malicious attacks-99.8% -100%

• 1 VPN = Virtual Private Network 7



Your service, always on with SCION
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Proven resiliency of the SSFN: since go-live in 2022 no downtime, no outages

SSFN EXISTING IPNET

Scenario Failover time Session upheld? Failover time Session upheld?

Link failure-access < 1s yes > 3 min no

Link failure-core < 1s yes n/a no

Core Router failure < 1s yes n/a no

EDGE Gateway failure < 5s yes > 3 min no

Provider failure < 1s yes n/a No

For optimal user experience
Seamless and constant connectivity

Disruptions kept to a bare minimum

Uninterrupted network operations

Resiliency



DeployedRetail payments 
Secure EFTPOS2 Network (SEPN)
connecting retail payment terminals 
>300k payment terminals

Utilities 
Secure Swiss Utility Network (SSUN) 
for IoT (smart meters, solar panels)

80% of Swiss households

Coming in 2025

Healthcare 
Secure Swiss Health Network (SSHN) as 
underlying network for HIN’s platform

50’000 doctors

Deployed

Financial Services 
Secure Swiss Finance Network (SSFN) 
as underlying network for SIC1

Current Anapaya customers

100+ banks

Deployed

2019 2020 2022 2023 2024 2025

SCION - Standard for critical infrastructure in CH

• 1 SIC = Swiss Interbank Clearing     2 EFTPOS = Electronic Funds Transfer at Point of Sale 9

2021

https://www.hin.ch/blog/hin-vertrauensraum-scion/
https://www.six-group.com/en/products-services/banking-services/ssfn.html


Key take-aways
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SCION is business continuity

Path-control, multipathing, and fast-failover 
ensure always-on connectivity.

Anapaya makes SCION easy to use and integrate

With Anapaya EDGE and GATE existing networks 
and applications can transparently use SCION – no 
changes required!

SCION is proactive security

SCION does not block attacks but eliminates 
the target by removing public exposure.

Try it yourself!



www.anapaya.net

hitz@anapaya.net

Sam Hitz

Contact us:

Thank 
you!
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