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Tmanco SA – TOOLS TO UNLOCK ENTERPRISE MOBILITY
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Kudelski Group – 3’800 employees
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Cybersecurity Solutions

Switzerland’s Largest 
Cybersecurity Company

Content Security Solutions

World Leader in Integrated 

Content Security Solutions

Public Access Security

World Leader in Public Access 
Solutions
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• Founded in Switzerland in 1951

• Shares majority by Kudelski family

• CEO & Chairman André Kudelski, 

nominated Head of ‘InnoSuisse’

• 1,067M CHF in Revenue, (SIX:KUD.S)

• Operating in 33 countries

• 200M CHF R&D budget 

• 5,300 patents, 300 new annually
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Kudelski Group offices around the world 

Headquartered in Switzerland and operating on five continents
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Spying / Intercept ion

Attacker Activity

Legit imate Communicat ions

Over a billion insecure

connection points

Access calls and SMS via the 

antiquated SS7

Undetectable spying software 

access sensitive information

Threats on mobile 

communications

State agencies access communications via 

operators, via baseband or O.S. backdoors

bb

IMSI catcher intercepts 

communications
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NOT JUST THEORY: TOOLS ARE HERE, EASIER, CHEAPER …
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tman.co/mi-ability

tman.co/mi-pin1309

tman.co/mi-smsgang

tman.co/mi-alimsi

tman.co/mi-flexispy

https://tman.co/mi-ability
https://tman.co/mi-ability
https://tman.co/mi-pin1309
https://tman.co/mi-pin1309
https://tman.co/mi-smsgang
https://tman.co/mi-smsgang
https://tman.co/mi-alimsi
https://tman.co/mi-flexispy
https://tman.co/mi-flexispy
https://tman.co/mi-flexispy
https://tman.co/mi-alimsi
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AND MORE PEOPLE ARE TEMPTED TO USE THEM
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tman.co/mi-nyt1706

tman.co/mi-psc1408

tman.co/mi-wir1604

tman.co/mi-tgd1508

https://tman.co/mi-nyt1706
https://tman.co/mi-nyt1706
https://tman.co/mi-psc1408
https://tman.co/mi-psc1408
https://tman.co/mi-wir1604
https://tman.co/mi-wir1604
https://tman.co/mi-tgd1508
https://tman.co/mi-tgd1508
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BUT MOST BUSINESS ARE TOTALLY UNPREPARED …

20% experienced mobile breach

24% don’t know or can’t tell

94% expect frequency to grow

64% doubt can prevent breach

FOR THESE MOBILE ATTACKS

- Communications
• Listen to all Voice calls made or received

• Read all SMS made or received

• Spoof identity to falsely send SMS or Voice 

calls

• Divert Calls/SMS so they are not received

• Edit all SMS before they are received

- Device
• Access all infos in device (geo-location, 

mail, contacts. phone-log, pictures, etc.)

• Intercept microphone signal and listen to 

phone-call despite using encrypted app
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tman.co/mi-ism1704

Security professionals identified 

the risk of mobile devices, but 

focus and resources 

assignment seem to be waiting 

for actual catastrophes to 

validate the need to properly 

prepare their defenses

Research report from Dimensional Research 

sponsored by Check Point tman.co/mi-ckp1704
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https://tman.co/mi-ism1704
https://tman.co/mi-ism1704
https://tman.co/mi-ckp1704
https://tman.co/mi-ckp1704
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Mobile security, an impossible challenge?

End user perspective
• I don’t want a secure phone

with poor user experience

• I want the latest

available smartphone

• I want to keep

my phone

IT security perspective
• No compromise

on security

• Limited budget,

high-end security

only for a happy few?
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Secure communications – Our missions
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Secure collaboration 
for every employee

Secure voice & IM 
state-agency proof

Easy to use on your 
usual device
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Kinds of solutions available on the market
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Memory (RAM)

Memory

(ROM)
SESE

Hardware + 

Software security

Software security 

only

Untrusted mobileUntrusted mobileUntrusted mobile

Memory (RAM)Memory (RAM)

Memory

(ROM)

Memory

(ROM)

Algorithm

Secret Key

Stand-by

situation

Full hardware 

security
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WHITE NOISE – The value of hardware encryption
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Memory (RAM)

Memory

(ROM)
SESE

Hardware + 

Software security

Software security 

only

Untrusted mobileUntrusted mobileUntrusted mobile

Memory (RAM)Memory (RAM)

Memory

(ROM)

Memory

(ROM)

Algorithm

Secret Key

Operating

situation

Full hardware 

security

WHITE NOISE
Secure Communications
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The value of hardware encryption - Initial investment for hacking
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x 10’000$1K equipment $10M equipment

Software security Hardware security
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WHITE NOISE – In a nutshell
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Ensures:

Content Protection

Content Integrity 

User Authentication

Full end-to-end hardware encryption
Support for off-the-shelf devices 

Mobile and computers

Secure Unified Communication for:

Voice 

Instant messaging

SWISS SOLUTION
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Security at the office

Secure unified communications – Use cases
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iPhone security

Security on the go

Integrated
security

Universal mobile security

App

App

App

App
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Router

In-chip voice 
encryption

Customer

administrator

Self 

generated 

certificates

Management 
servers

Internet

2

3

1 On premise, customer creates secret keys

Certificates are uploaded in the infrastructure

Secure voice and text communications are enabled

2

3

1
Secret

keys

How it works
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Mobile App. User Interface
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PIN code screen 

Keypad is scrambled

for security

WHITE NOISE 

dedicated contact list
WHITE NOISE secure calls 

management
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• Multi-platform

• Security for all

• Swiss technology

• Full control of security chain

• 25 years crypto expertise

• EAL5+ CC certified platform

• Best in class security lab

• In-chip encryption

• In-house + standard crypto.

• Encryption with 768 bits entropy

• Secure OTA management

• Agile group management

• Remote kill

• Sovereign keys from client

• Tier 4 redundant datacenters • Security level up to Classified

Our approach Our cryptography

Our system

Key differentiators 
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WHITE NOISE: FINALIST FOR SWISS ICT AWARD 2017

19©2017 KUDELSKI GROUP All rights reserved.

www.swissict-award.ch

tman.co/ictaward-vote

https://tman.co/wn-ict2017
https://tman.co/wn-ict2017
https://tman.co/wn-ict2017
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Thank You

Toni LAZAZZERA

Partner, Tmanco SA

toni.lazazzera@tmanco.ch

Bernard BENOIT

White Noise General Manager, Kudelski Security

bernard.benoit@nagra.com

Alain HENRIETTE

Product Line Manager, Kudelski Security

alain.henriette@nagra.com
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@TmancoSA @KudelskiSec

https://twitter.com/TmancoSA
https://twitter.com/TmancoSA
https://twitter.com/KudelskiSec
https://twitter.com/KudelskiSec

