WELCHE TECHNOLOGIEN SIND NOTWENDIG,

UM DIE KONNEKTIVITAT & DATENSICHERHEIT
ZU GEWAHRLEISTEN




Connections (billion)

THE NETWORKED SOCIETY

WHERE EVERY PERSON AND EVERY INDUSTRY IS EMPOWERED
TO REACH THEIR FULL POTENTIAL

15 years
50 billion connected devices
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30 25 years
5 billion connected people

20 100 years
1 billion connected places
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MOBILITY GENERATIONS

The foundation of Mobile telephony The foundation of The evolution of The Networked
mobile telephony for everyone mobile broadband mobile broadband Society / 10T / IoE

_1G mm 2G mm 3G

NMT, AMPS, TACS GSM, CDMA, PDC WCDMA,
HSPA

~1990 ~2000 ~2010 ~2020

5G for non-limiting access to information and sharing of data
anywhere and anytime for anyone and anything

The 5G network shall be a platform on which
any future wireless application can be implemented



WHAT IS 5G — WHAT WILL IT BRING
A NETWORK FOR THE NETWORKED SOCIETY
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One network supporting multiple use cases (Industries)
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5G — CLASSES OF US
Massive MTC
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SMART BUILDING i LOGISTICS, TRACKING AND FLEET MANAGEMENT
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CAPILLARY NETWORKS

4G S 56
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SOME INTELLIGENT TRANSPORTATION —
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DYNAMIC 5G NETWORK

Flexible deployment of applications based on different needs

‘ —— (Green...

asut Kolloquium | © Ericsson AG 2017 | 2017-11-22

\\




KeY ENABLING TECHNOLOGIES

Software Defined Distributed Cloud
Networking (SDN) CORE & RAN
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OUR EVOLVING SOCIeTY
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5G GAME CHANGER DIGITALIZATION SYSTEMS MISSION CRITICAL
GO MOBILE ICT INFRASTRUCTURE

Enabler for more Every company is New attack vectors More value,
advanced use cases a digital company emerge more attacks

CONSEQUENCES CAN BE FATAL IF SECURITY IS NOT ENSURED



MAIN OT CONCERN IS SECURITY

Top 3 Barriers to loT Success

mRanked 15t mRanked 2nd

— Security concems

Cost/Funding concems

Implemantationdntegration complaxity

— Frivacy concams (for example, of customer or entemprise data)
Potential isks or liabiliies

Cifficulty in predicting business benefits

Regulatory issuesiconcems

T echnolagy is immature

Fesistance to change within the organiz ation

Insufficient time or resources to develop ideas to benefit from loT
Lack of necessary staff skills

Fragmented executive leadership

Mo real leadership for loT within the organization

Other barner

Fanked 3nd

Solros: Gartner Survey Analysis 2006 Inlsmned of Thengs, Backbors Sunaey (GO0GE1 M142)
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IOT CHARACT]
DEMANDS ON
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Decisions taken
based on data

e

Volume of devices

—RIST
SeCURITY

Increased

complexity
=> need for
automation
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Ecosystems with
many stakeholders

End-2-end security
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IOT SECURITY CHALL

Trusted

identities

Can | trust the
identity of the device?

~
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Privacy and
confidentiality
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Is privacy and
confidentiality ensured?

|

Is my operation compliant?
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—CURITY CAPABILITIES — E2E
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Cellular (3GPP)
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Non-cellular (WiFi etc)
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ERICSSON IOT
ACCELERATOR
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loT loT Application
Devices GW Connectivity Enablement Platform Application Users
NETWORK SECURITY
IDENTITY MANAGEMENT

SECURITY MANAGEMENT
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=Y PRINCIPLES OF [OT SECURITY

ldentities of loT devices must be trusted

. Services should always be available
. Confidentiality of loT communication must be protected

. All access to information and data shall be authorized

Integrity of lIoT data must be ensured

. When loT data is enriched with personal data,

privacy must be protected
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