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Frank Henschke, Ericsson AG

Welche technologien sind notwendig, 
um die Konnektivität & datensicherheit
zu gewährlEisteN
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The NETWORKED SOCIETY
where every person and every industry is empowered 
to reach their full potential
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Mobility generations

The foundation of 

mobile telephony

The foundation of 

mobile broadband

Mobile telephony 

for everyone

The evolution of 

mobile broadband

The Networked

Society / IoT / IoE

~1980                          ~1990                           ~2000                          ~2010                          ~2020

5G for non-limiting access to information and sharing of data 

anywhere and anytime for anyone and anything

The 5G network shall be a platform on which

any future wireless application can be implemented
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What is 5G – what will it bring
A Network for the Networked Society

Transport

Access Applications

Cloud Infrastructure

Management

YEARS

BATTERY LIFE

10+

DEVICE COST 

REDUCTION

Cost

BETTER

COVERAGE

+20dB

MOBILE DATA 

VOLUMES

1000x

END-USER  

DATA RATES

10-100x

LOWER

LATENCY

5x

MORE

DEVICES

100x

One network supporting multiple use cases (Industries)
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5G – CLASSES OF USE CASES

LOW COST, LOW ENERGY

SMALL DATA VOLUMES

MASSIVE NUMBERS

ULTRA RELIABLE

VERY LOW LATENCY

VERY HIGH AVAILABILITY

Critical MTC

TRAFFIC SAFETY & CONTROL

INDUSTRIAL APPLICATION

& CONTROL

REMOTE

MANUFACTURING,

TRAINING, SURGERY

Massive MTC

CAPILLARY NETWORKS

LOGISTICS, TRACKING AND FLEET MANAGEMENT

SMART

AGRICULTURE

SMART BUILDING

SMART 

METER

4G 5G

Enhanced Broadband

Smartphones

4k/8k UHD, Broadcasting, VR/AR, 

Home, Enterprise, Venues, Mobile/Wireless/Fixed

Non-SIM 

devices
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Some Intelligent Transportation  
use cases

See-through video

Automated

guided vehicles Platooning

Cooperative perception
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Rescue Lane

Warning
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dynamic 5G network

National sitesDistributed sitesAccess sitesDevices / 

Local NW
Global sites

Application Cloud

Transport

Cloud Infrastructure - Distributed cloud – Global – Across – Far out

Management & Monetization - BSS, exposed functions & double sided business models

Access  - Mobility - Network applicationsMobile

Fixed

Flexible deployment of applications based on different needs

Green… …and Secure
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@

VNF VNF

Management & Orchestration & Analytics & Exposure

Virtualization Software Defined 

Networking (SDN)

Distributed Cloud

CORE & RAN

Network Slicing

Key enabling technologies
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Our evolving society

New attack vectors 

emerge

More value, 

more attacks

Enabler for more 

advanced use cases

SYSTEMS

GO MOBILE 

MISSION CRITICAL

ICT INFRASTRUCTURE

5G GAME CHANGER

Every company is 

a digital company

DIGITALIZATION

5G

CONSEQUENCES CAN BE FATAL IF SECURITY IS NOT ENSURED
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main IoT concern is Security   
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IoT characteristics put new 
demands on security

Decisions taken

based on data

Ecosystems with 

many stakeholders

Volume of devices End-2-end security

Increased

complexity

=> need for 

automation       

$
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IOT Security challenges

Trusted 

identities

Trusted 

data

Trusted 

infrastructure
Privacy and 

confidentiality

Can I trust the 

identity of the device?

Is the network 

resilient to attacks?

Who has access to my

data and to what data?

Is the device behaving

as it should?

Can I be sure that data

has not been manipulated?

Is privacy and 

confidentiality ensured?

Is my operation compliant?

IoT security - IoT World  |  2017-05-03  |  Page 13
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secUrity capabilities – e2E

DATA CENTRIC SECURITY 

IDENTITY MANAGEMENT

SECURITY MANAGEMENT

NETWORK SECURITY 

IoT

GW

IoT Application 

Enablement Platform Users

Cellular (3GPP)

Devices

Non-cellular (WiFi etc)

Application

Authorities

Service 

providers

Connectivity

Consumers

ERICSSON IOT 

ACCELERATOR 
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1. Identities of IoT devices must be trusted

2. Services should always be available

3. Confidentiality of IoT communication must be protected

4. All access to information and data shall be authorized

5. Integrity of IoT data must be ensured 

6. When IoT data is enriched with personal data, 

privacy must be protected

Key Principles of IOT security
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